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Mailzen: Secure Container
App For BYOD Mobile
Device Management

Soliton MailZen




Overview

MailZen is a highly secure robust container app, supporting both Android and iOS, designed to provide a secure
environment for corporate applications and data on personal devices. Ideal for organizations adopting BYOD (Bring
Your Own Device) policies, MailZen ensures that sensitive company information is protected while allowing users to
maintain privacy and usability with an easy-to-use container app.

Key Features
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Data Isolation

Creates a secure
virtual workspace,
separating
corporate data
from personal
data.

Enhanced
Security

Includes encryption
and reinforced
defenses against
data leaks and
unauthorized
access.

User-Friendly
Experience

Easy to use and

intuitive interface that

allows seamless
switching between
personal and work
applications while
maintaining a high

level of security.
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Regulatory
Compliance

Adheres to privacy
regulations such
as GDPR, aiding
organizations in

meeting
compliance
standards.

Integration with
MDM Solutions

Can function
independently or
integrate with
existing MDM
systems for added
flexibility for BYO,
including In-Tune.




——=o Benefits For Stakeholders e———
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For IT Departments For Security Officers

+  Simplifies management with easy *  Provides robust encryption and strict data
onboarding and reduced support isolation measures.
requests.

*  Helps ensure compliance with industry
*  Decreases administrative burdens regulations.

compared to complex MDM solutions.

Can be a third-party MSP offering.
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For CEOs and Executives For End Users
+  Offers cost-effectiveness by minimizing *  Allows personal device use without
MDM needs and utilizing employee- compromising security.

owned devices. +  Facilitates straightforward access to

*  Enhances employee satisfaction work applications in one app.
through privacy and flexibility.

Why Choose MailZzen? o—
MailZen stands out as the ideal solution for modern mobile security needs for personal phones, offering

organizations the ability to protect sensitive data while empowering employees who do not need to carry

two phones. By opting for MailZen, companies can strengthen their mobile IT security, without burdening

their IT resources. Not only email, but a range of applications that allow secure data processing including
camera, notes, scanning options, editing, and internal on-prem file access.

— o Specifications o——

Platforms Deployment

iOS and Android Complete Managed Service (hosted cloud based), On- Premise, or MSP hybrid
solution with full management via a local management portal. Easy user
onboarding with app downloads from Google Play Store or Apple App Store.
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Features supported

Supports Mail, Calander, Microsoft 365 applications (editing & viewing) , Contacts,
Document Management, Sanner Option, Secure browser (also allowing other browser-
based SaaS & CRM apps to be accessed), Camera & Notes. Secure document
management is achieved locally on the mobile, via file shares or with company OneDrive
with sync options, through the “Secure Gateway”, without need of any VPN connectivity, all
in a single app.
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Employee Q
/ . ™ MailZen Management
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Portal
Employment & Control
a N (Cloud or On-Premise)

MailZen implements an extra layer of encryption on any
internal storage ABOVE the phone encryption.

Corporate IT

the authentication on Exchange and for SIMIME E-Mail
encryption using public/private keys.

el

AD/LDAP

@ PKI authentication - option to use a “client certificate” for

= '@' IBM Domino and other MDM integrations possible.
@ Active Sync <> . . .
P = Easy for admin to disconnect a user making the company
 losaararse e data and apps immediately unavailable.

What our customers say:

“MailZen was easy to onboard to our customers and saves money for our clients as they do not need to buy and
manage company phones. MSP Customer”.

“We need a way to control data for our non-technical freelancers and mobile workers, especially for GDPR for
applications in addition to Office365. MailZen was the perfect fit. Healthcare Company”.

“We had MDM but our employees did not like us managing their personal devices. MailZen solved that issue for us
and was surprisingly simple to implement. Government Department”.

Contact Us

For more information on MailZen and how it can benefit your organization, visit

www.solitonsystems.com/mailzen or contact us at:

Soliton Systems
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Barbara Strozzilaan 364 +31 (0)20 896 5841 emea@solitonsystems.com
1083 HN Amsterdam

The Netherlands Seliloﬁ



http://www.solitonsystems.com/it-security/products/mailzen
mailto:emea@solitonsystems.com
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